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OBSERVATION ONE IS INHERENCY

FIRST, DOMESTIC MARITIME SECURITY REMAINS AT RISK AS EXISTING MANDATES TO REQUIRE SCANNING OF ALL CARGO CONTAINERS FOR ILLICIT MATERIALS ARE FAILING BADLY - YET CONGRESS IS MOVING ON TO OTHER PRIORITIES

Beary 2009 [Brian, staff writer, Europolitics. “EU/US: Washington May Relent on 100% Container Scanning Rule.” April 3, 2009. LexisNexis]

The likelihood of the United States requiring every US-bound maritime container to be scanned for bombs before being loaded at the port of departure - something the EU vigorously opposes - is diminishing. The US Congress, which enacted this 100% rule in August 2007, seems to be edging towards relenting in the face of stiff opposition from trade partners like the EU, who fear it will cripple trade, and from the US administration, which thinks it is unworkable. Washington instead plans to apply the rule to certain ports where it feels the risk of a bomb being smuggled onto a container is high, notably Hong Kong, Karachi (Pakistan), Port Busan (South Korea) and Salalah (Oman). No European port has been targeted for now. With between 0.1% and 3% of containers at EU ports currently being scanned, rolling out a blanket scanning regime for all US-bound containers would be a logistical nightmare, which is why the European Commission has lobbied so intensively against it. At a Congressional hearing, on 1 April, the Chairman of the Subcommittee on Homeland Security, David Price (Democrat, North Carolina), was sympathetic to the opposition expressed by the acting US Customs and Border Protection Commissioner, Jayson Ahern. "The dilemma you pose is a compelling one," Chairman Price said, after Ahern explained why applying the rule to all overseas ports that trade with the US by 2012 as the law requires was neither technically feasible nor desirable from a security standpoint. Congressman Sam Farr (Democrat, California) said that a trip to the port of Hong Kong changed his view about the rule and that he no longer thought it cost-effective. Hostility from foreign governments is part of the reason for the change of heart. Commissioner Ahern said that the European Commission and 27 countries had dispatched letters to Washington warning that if the rule was implemented, they would retaliate by requiring US ports to scan 100% of maritime containers bound for their ports. He added that while the United Kingdom agreed to take part in a 100% scanning pilot project at Southampton, the British authorities recently told the US "this is no longer an investment we want to continue to make". It was clear from the hearing that Congress' focus is shifting from maritime security to road and rail, specifically to the need to increase inspections at the US-Mexico border, which has seen a surge in smuggling of drugs, weapons, money and people.
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AND, SECOND, ELECTRONIC CONTAINER SEALS AREN’T PREVALENT IN THE OPEN MARKET

Onder et al 2006 [Mike, Randy Butler, Crystal Jones, Tom Kearney, John Nicholas. Federal Highway Administration Office of Freight Management and Operations, US DoT. “Electronic Cargo Seals: Context, Technologies, and Marketplace.” Standards. November 8, 2006. http://ops.fhwa.dot.gov/freight/publications/eseal_wp_final_july12/eseal_wp_final_05.htm]
Manual seal manufacturers are especially important to successful deployment of e-seals. The good ones work closely with their customers and understand their business. They are good at manufacturing. While there may be 40 reputable manual seal manufacturers in the world, the five principal ones are shown below in alphabetical order. The cargo seal business, however, is not huge. According to a former marketing vice president responsible for calibrating the competition, the largest of these firms may do about $30 M per year in seals; the second largest about $20 M; and the others appreciably less. All but one are actively engaged in an electronic seal program. The exception is TydenBrammall, which discontinued its joint venture with Hi-G-Tek; TydenBrammall expects to re-enter the market when it is more stable. - E.J. Brooks - Mega Fortris  - OneSeal - TydenBrammall - Universeal. Resellers and distributors help manufacturers move product to different markets, especially the small-to-medium customers. ABRIC and Aquila are examples that seem to simply resell products. CGM both resells and creates suites of products for enhanced capabilities. Large system integrators will play an important role in global deployment if e-seals take off. Examples include SAIC, TransCore, and Accenture. Market Status. A principal goal of this paper is to report on the current market for e-seals. The author developed a simple product status index and made a judgement about where specific companies and products stand in regard to the index; that judgment appears on each product matrix. Exhibit 5 shows the index together with explanations of the categories and the number of unique products in each category (products offered by multiple firms were counted once.) There are very few electronic cargo seals in use today. Of twenty-one separate products, eleven are "Entering Market" or higher. (The Summary Matrix on page M-1 shows twenty-five product entries, but four are duplicates because of reselling or manufacturing agreements). Of the five products "In Use," Encrypta, SecuReSeal, and Supra aim at truck markets with reusable products; two offer active RFID indicative seals and the third sells a contact padlock/seal. Most customers appear to ship high value goods or have closed loop operations. Encrypta's infrared indicative seal is also aimed at shippers of sensitive or classified materials. CGM sells a remote indicative seal/sensor that is specialized, expensive, and used in small numbers. Both products in "Early Market" are active RFID seals. 
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Thus the plan:

The United States Federal Government should amend the relevant subsections of US Code Title 6 Section 944 to require that all modular cargo containers processed within domestic seaports be secured with active protocol electronic seals in compliance with ISO 18185 standards. The United States federal government should fund domestic pilot testing and provide an appropriate timeframe for transition. Funding and enforcement through normal means. I’ll clarify if needed.

1AC - Terror [4/9]

OBSERVATION TWO IS TERROR IN A STEEL BOX

FIRST, THERE’S A SUBSTANTIAL RISK OF NUCLEAR TERRORISM AGAINST U.S. SEAPORTS AS SHIPPING CONTAINERS REMAIN VULNERABLE TO TAMPERING AND SMUGGLING

Abt 2003 [Clark C, Associate of the Belfer Center for Science and International Affairs at Harvard University and Distinguished Professor of Management at Cambridge College in Cambridge, Massachusetts. “The Economic Impact of Nuclear Terrorist Attacks on Freight Transport Systems in an Age of Seaport Vulnerability.” Abt Associates, Inc. Prepared for the US Department of Transportation, April 30, 2003. http://www.abtassociates.com/reports/es-economic_impact_of_nuclear_terrorist_attacks.pdf]
The conjunction of three trends—globalization of industry, trade, and transport; diffusion of nuclear weapons technology, and the threatening rise of globally dispersed, WMD-armed, undeterred terrorism—today present an unprecedented threat to the United States, all its trading partners, and the whole civilized world. The recent accelerated growth of this offensive threat to peace and otherwise rising world prosperity has not been matched by a parallel strengthening of military defenses and nonmilitary defenses of international law, law enforcement, and policing. Nor have there been significant advances in the counter-threat capabilities of the relevant institutions, the United Nations, Interpol, and the defense departments and intelligence agencies of all the nations whose economies are put at risk by nuclear-armed international terrorists. 1.2.1 Weapons International terrorists have asserted their intention to acquire nuclear weapons, and have an increasing capability of secretly purchasing, stealing, or making a nuclear fission weapon from fissile material stolen or bought from the many insufficiently secured stockpiles, today primarily in Russia but also increasingly in several other nuclear-capable countries. Currently a Hiroshima-scale 10-20 kilotons, fission weapon could be smuggled undetected into a major U.S. seaport (NY, LA) or the DC Capital in any one of millions of cargo containers shipped or trucked into the into the United States every year and thousands every day, and detonated dockside or after being trucked into the city center.  1.2.2 Targets The catastrophic terrorists’ priority targets are the major U.S. population, commercial, government, and transportation centers. The top three are New York, Washington DC, and Los Angeles, as has been repeatedly demonstrated in the last decade before 9/11/2001. Clearly the centers of American economy, government, and urban society are targeted by the terrorists for strategic bombardment and destruction, and are likely to continue to be their targets for the foreseeable future.
SECOND, THE IMMEDIATE NUCLEAR FALLOUT OF SUCH AN ATTACK WOULD KILL THOUSANDS OR EVEN MILLIONS OF PEOPLE AND CAUSE TRILLIONS IN ECONOMIC DAMAGE

Medalia 2003 [Jonathan, Specialist in National Defense. Foreign Affairs, Defense, and Trade Division, Congressional Research Services. “Terrorist Nuclear Attacks on Seaports: Threat and Response.” August 13, http://www.law.umaryland.edu/marshall/crsreports/crsdocuments/RS21293_08132003.pdf]
If terrorists smuggled a Hiroshima-sized bomb (15 kilotons) into a port and set it off, the attack would destroy buildings out to a mile or two; start fires, especially in a port that handled petroleum and chemicals; spread fallout over many square miles; disrupt commerce; and kill many people. By one estimate, a 10- to 20-kiloton weapon detonated in a major seaport or Washington, DC, would kill 50,000 to 1 million people and [it] would result in direct property damage of $50 to $500 billion, losses due to trade disruption of $100 billion to $200 billion, and indirect costs of $300 billion to $1.2 trillion.
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THIRD, NUCLEAR TERRORISM INDEPENDENTLY ESCALATES INTO A THIRD WORLD WAR THAT INEVITABLY TERMINATES IN NUCLEAR ARMAGEDDON


Sid-Ahmed 2004 (Mohamed, staff writer, Al-Ahram, Sept. 1, issue number 705, “Extinction!”, http://weekly.ahram.org.eg/2004/705/op5.htm) 

 The phenomenon of terrorism is even more dangerous than is generally believed. We are in for surprises no less serious than 9/11 and with far more devastating consequences. A nuclear attack by terrorists will be much more critical than Hiroshima and Nagazaki, even if -- and this is far from certain -- the weapons used are less harmful than those used then, Japan, at the time, with no knowledge of nuclear technology, had no choice but to capitulate. Today, the technology is a secret for nobody. So far, except for the two bombs dropped on Japan, nuclear weapons have been used only to threaten. Now we are at a stage where they can be detonated. This completely changes the rules of the game. We have reached a point where anticipatory measures can determine the course of events. Allegations of a terrorist connection can be used to justify anticipatory measures, including the invasion of a sovereign state like Iraq. As it turned out, these allegations, as well as the allegation that Saddam was harboring WMD, proved to be unfounded. What would be the consequences of a nuclear attack by terrorists? Even if it fails, it would further exacerbate the negative features of the new and frightening world in which we are now living. Societies would close in on themselves, police measures would be stepped up at the expense of human rights, tensions between civilizations and religions would rise and ethnic conflicts would proliferate. It would also speed up the arms race and develop the awareness that a different type of world order is imperative if humankind is to survive. But the still more critical scenario is if the attack succeeds. This could lead to a third world war, from which no one will emerge victorious. Unlike a conventional war which ends when one side triumphs over another, this war will be without winners and losers. When nuclear pollution infects the whole planet, we will all be losers.
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FOURTH, A NUCLEAR CONTAINER STRIKE ON AN AMERICAN SEAPORT WOULD CRIPPLE THE SHIPPING CONTAINER SYSTEM

Bonner 2002 [Robert C. Former Commissioner, US Customs and Border Protection. “U.S. Customs Commissioner Robert C. Bonner: Speech Before the Center for Strategic and International Studies (CSIS), Washington, D.C.” January 17, http://www.cbp.gov/xp/cgov/newsroom/commissioner/speeches_statements/archives/2002/jan172002.xml]
Thus, from both a logistics and an economic perspective, we should be very concerned about global trade and the ways it could be impacted by a catastrophic event involving sea containers. The effects would be far-reaching. Given the picture I just described, it is no wonder that one of the most lethal terrorist scenarios being discussed these days is the use of oceangoing container traffic as a means to smuggle terrorists and weapons of mass destruction into the United States. And it is by no means farfetched. Some of you may recall that last October, Italian authorities found a suspected Al Qaeda operative locked inside a shipping container bound for Canada. Inside the container were a bed and bathroom for the journey to Halifax, as well as airport maps, airport security passes and an airplane mechanic's certificate. Of ever-greater concern are the possibilities that international terrorists such as Al Qaeda could smuggle a crude nuclear device in one of the more than fifty thousand containers that arrive in the U.S. each day. One can only imagine the devastation of a small nuclear explosion at one of our seaports. As horrific as the immediate damage would be, one must also consider what would become of the global shipping industry and global trade if a sea container were used to smuggle and then detonate a nuclear device. Simply put, the shipping of sea containers would stop. The American people, for one, would not likely permit one more sea container to enter the United States until there was a significantly greater assurance -- such as 100% inspections -- that no additional terrorist weapons would be smuggled into the country. Governments in other major industrial countries would no doubt adopt a similar policy, thus bringing the global economy to its knees. Sound farfetched? One need only look to the fate of the airline industry after September 11 to speculate on how the detonation of a sea container would stop global sea container trade. 
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FIFTH, OCEANANIC SHIPPING IS KEY TO THE WORLD ECONOMY
Abt 2003 [Clark C, Associate of the Belfer Center for Science and International Affairs at Harvard University and Distinguished Professor of Management at Cambridge College in Cambridge, Massachusetts. “The Economic Impact of Nuclear Terrorist Attacks on Freight Transport Systems in an Age of Seaport Vulnerability.” Abt Associates, Inc. Prepared for the US Department of Transportation, April 30, 2003. http://www.abtassociates.com/reports/es-economic_impact_of_nuclear_terrorist_attacks.pdf]
Today a third of the world economy, and a quarter of America’s, depends on safe international commerce and trade, most of which since the last thirty years is transported across the oceans and land borders in standardized steel cargo containers carried by ships, trucks, and rail. Thirty percent of the world economy and 20 percent of the U.S. economy $2 trillion depend on trade. The transport of world trade is absolutely dependent on the shipping portals at seaports, land borders, and airports. These major seaport cities, together with their usually co-located international airports, constitute both the most valuable and vulnerable targets of catastrophic nuclear terrorism. The world’s seaports have some 72 million containers moving through them every year (7 million in the United States alone), in any one of which a 60-to-600-pound nuclear weapon could be delivered to the seaport and detonated before unloading.
SIXTH, ECONOMIC COLLAPSE CAUSES NUCLEAR AND BIOLOGICAL WAR

Kerpen 2008 [Phil, policy director for Americans for Prosperity, “From Panic to Depression?” National Review, October 28, article.nationalreview.com/?q=OWQ3ZGYzZTQyZGY4ZWFiZWUxNmYwZTJiNWVkMTIxMmU=]


It’s important that we avoid all these policy errors — not just for the sake of our prosperity, but for our survival. The Great Depression, after all, didn’t end until the advent of World War II, the most destructive war in the history of the planet. In a world of nuclear and biological weapons and non-state terrorist organizations that breed on poverty and despair, another global economic breakdown of such extended duration would risk armed conflicts on an even greater scale.
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OBSERVATION THREE IS SOLVENCY

FIRST, THE MOST EFFECTIVE WAY TO SPUR WIDESPREAD ADOPTION OF ELECTRONIC SEALS IS FOR A MAJOR GOVERNMENT TO STEP UP BY SPONSORING TRIAL RUNS AND ADOPTING STRICT COMMERCIAL STANDARDS

Onder et al 2006 [Mike, Randy Butler, Crystal Jones, Tom Kearney, John Nicholas. Federal Highway Administration Office of Freight Management and Operations, US DoT. “Electronic Cargo Seals: Context, Technologies, and Marketplace.” Standards. November 8, 2006. http://ops.fhwa.dot.gov/freight/publications/eseal_wp_final_july12/eseal_wp_final_05.htm]
The market for electronic seals is in its early stages, with several approaches in development through relatively early stages of use. The market has not anointed a winner and, without September 11 and the threat of more attacks, it might be some time before a winner emerged. There are three broad paths to choose from to identify and deploy new technologies, such as electronic seals, that may improve both freight transportation security and productivity. One path is too slow but the others may offer credible options that can be pursued in parallel. The too-slow path is a variation of business-as-usual, letting market forces and international standards processes work. The second path includes governments acting as catalysts to speed the normal market cycle. An invaluable way to do this is to sponsor and encourage vigorous pilot tests of products, technologies, and different operating practices with those products. This approach also calls for coherent and independent assessment. The third path is to aim for de facto commercial standards. Adoption of a set of electronic seals, for example, by the world's major container terminals or container carriers would probably drive global adoption faster than normal ISO and IMO timeframes. The third path also has an important role for governments, starting with mandating higher freight security measures.
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SECOND, REQUIRING ELECTRONIC SEALS SOLVES SECURITY CONCERNS - UNLIKE MANUAL SEALS, THEY CAN AUTHENTICATE THE INTEGRITY OF CARGO MANIFESTS TO PREVENT SMUGGLING AND PROVIDE REAL-TIME FEEDBACK AS TO THE EXACT STATUS OF THE CONTAINER
Daschkovska and Scholz-Reiter 2007 [Kateryna and Bernd, International Graduate School for Dynamics in Logistics, University of Bremen. “Electronic Seals for Efficient Container Logistics.” Dynamics in Logistics First International Conference, LDIC, Bremen, Germany, August 2007, Proceedings. http://www.springerlink.com/content/jp2516064535j015/fulltext.pdf]
An effective way to obtain a sufficient level of security is ensuring the authenticity and the integrity of cargo from ‘the point of origin’ [2]. Ensuring the authenticity and the integrity means ensuring that the loaded container carries legitimate cargo made by legitimate parties, that the container was not tampered with while transported and also that the cargo information bound to the container is not fraudulent. The ‘point of origin’ approach is reasonable because inspecting cargo on the high seas is practically impossible and inspecting cargo upon its arrival at the destination port could be too late to prevent an unexpected attack. Manual cargo seals [3] have been a common example of security equipment for containers. They can indicate whether or not the sealed entrance has been compromised and they can also provide physical protection like locks. However, they do not offer any information as to where, when, under what circumstances, or by whom the seal was broken. They do not provide immediate reporting of a tamper event, either. Electronic Seals, eSeals for short, have been suggested as a good alternative to solve these problems. An eSeal is a device to transmit[s] container information as it passes a reader device, and issues alerts and error conditions if the container has been tampered with or damaged. Electronics can improve the seal process in the following ways [4]: 1) One important enhancement is that a breach or tamper attempt can be detected as it happens and the time of occurrence can be recorded for later reporting. Also immediate reporting of those events is possible so that authorities may interrupt improper activity. 2) Physical protection function can be improved by attaching intrusion detection sensors married to traditional barrier seal components such as steel bolts and cables. 3) It is possible to assure a complete and accurate audit trail for seal status through a shipment’s chain of custody by determining the integrity of seal and recording the time and place of each transaction. This function can become richer if it is used with global positioning system (GPS). 4) Other useful functions can be added easily. For example, an eSeal can store sensor data such as light, temperature, and humidity and can report immediately if the predefined requirements for the shipment condition are violated.

